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Purpose

1. This paper presents the APG Alternative Remittance Regulation
Implementation Package prepared by the APG Working Group on
Alternative Remittance & Underground Banking Systems.

2. This paper proposes that APG members:

i) note the significant work that has been done by the APG Working
Group on Alternative Remittance & Underground Banking Systems;

ii) note that the FATF, as the standard setter, relied heavily on the
APG’s work when it issued FATF Special Recommendation VI on
Terrorist Financing and the associated Interpretative Note and Best
Practices Paper; and

iii) adopt the APG Alternative Remittance Regulation Implementation
Package as a guide for member and observer jurisdictions when
implementing and enforcing Special Recommendation VI.

Background

This Alternative Remittance Regulation Implementation Package builds on initiatives
undertaken by the Working Group since 1999 including: case study collection and
analysis, typologies workshops, creation of the October 2001 Working Group Report and
discussion sessions facilitated to specifically progress compilation and refinement of this
package. A preliminary draft version of the Implementation Package was produced for
detailed consideration by participants at the APG’s 2002 Typologies Workshop. At that
Workshop participants provided insights from their own experience which helped to refine
the package. The Working Group agreed to produce a final Implementation Package for
consideration and adoption by APG members at the APG Annual Meeting 2003.

While the APG’s Implementation Package stands alone, it also provides further practical
assistance to support implementation of FATF Special Recommendation VI on Alternative
Remittance and the associated Interpretative Note and Best Practices Paper.

APG Secretariat
August 2003
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APG Alternative Remittance Reqgulation Implementation Package

PURPOSE

The purpose of the Asia/Pacific Group on Money Laundering (APG) Alternative
Remittance Regulation Implementation Package is to provide practical guidance,
information and examples for jurisdictions to draw upon in implementing regulatory
systems for alternative remittance providers.

The recommended courses of action contained in the APG Alternative Remittance
Regulation Implementation Package have been developed with the following
objectives in mind:

. Provide strategies for effective monitoring and control of alternative
remittance systems.

. Outline an approach to implementation which, if applied by all jurisdictions,
would make our systems collectively more resistant to abuse by international
money launderers and financiers of terrorism.

. Provide an approach which is highly effective but still within the capacity of
most jurisdictions to implement.

. Recognising that in most jurisdictions alternative remittance systems have
legitimate uses, limit as far as possible the burden placed on alternative
remittance operators when complying with the regulatory or licensing
requirements in their jurisdictions.

INTRODUCTION

Alternative remittance systems are financial services, traditionally operating
outside the regulated financial sector, where value or funds are moved from one
geographic location to another. There are several methods by which these
systems operate and these are often referred to by different terms, including

‘hawala’, ‘hundi’, ‘fei-chien’ and ‘the black market peso exchange’.

As ‘know your customer’ and other anti-money laundering strategies have been
introduced in the formal financial sector, they have had a deterrent effect, which
has led to a shift in money laundering activities away to other sectors. Since 1996,
jurisdictions have reported a shift in laundering activity from the formal banking
sector to the non-bank sector and non-financial businesses. The lack of regulation
and anti-money laundering practices makes alternative remittance systems
increasingly attractive to money launderers and the financiers of terrorism.

These systems are widely used by people and businesses for legitimate purposes
to send money from one country to another. However, in addition to their use by
legitimate clients, jurisdictions have noted alternative remittance systems being
used by criminals to launder the proceeds of various criminal activities. From the
information available to the Working Group, it is believed suspected that the
principal source of criminal funds being sent through alternative remittance
systems are drug trafficking and the evasion of government taxes and duties.
Alternative remittance systems have also been connected with organised people
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smuggling. Recent reports indicate that alternative remittance systems have
been used by terrorist groups to transmit funds for the purpose of funding terrorist
activities. Investigation of the September 11, 2001 terrorist attacks has found that
both formal banking channels and alternative remittance systems were used to
transfer money to the terrorists. This underlines the appeal of alternative
remittance systems to people committing serious criminal activity and also those
involved in terrorism.

The Asia/Pacific Group on Money Laundering (‘APG’) Working Group on
Alternative Remittance and Underground Banking Systems aims to enhance
awareness of such systems and make a significant contribution towards reducing
the abuse of the systems to facilitate serious criminal activity and terrorism.

The APG Working Group on Alternative Remittance and Underground Banking
Systems (‘the APG Working Group’) was established at the second APG
workshop on money laundering typologies in early 1999." The mission of the
Working Group has been to conduct “a co-ordinated and intensive examination of
money laundering through underground banking and alternative remittance
systems”.  The Working Group has also assisted in the development of law
enforcement’'s understanding of methods of alternative remittance and
underground banking.

This report builds on initiatives undertaken by the Working Group since 1999
including; case study collection and analysis, typologies workshops, creation of the
October 2001 Working Group Report and discussion sessions facilitated to
specifically progress compilation and refinement of this package. A preliminary
draft version of the Implementation Package was produced for detailed
consideration by participants at the APG ’s 2002 Typologies Workshop. At that
Workshop its approach was considered and participants provided options and
insights from their own experiences.

Enquiries relating to the implementation package or relating to the APG Working
Group on Alternative Remittance and Underground Banking Systems should be
directed to the APG Secretariat either via mail@apgml.org or GPO Box 5260,
Sydney NSW 2001, Australia.

Second APG Workshop on Money Laundering Typologies, 2 & 3 March 1999, Tokyo.
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PART 1- BACKGROUND

APG WORKING GROUP ON ALTERNATIVE REMITTANCE AND
UNDERGROUND BANKING SYSTEMS

Members

The Working Group comprises representatives from seventeen jurisdictions:
Australia, Canada, Chinese Taipei, Hong Kong,China, India, Indonesia, Japan,
Kingdom of Cambodia, Malaysia, New Zealand, Pakistan, Republic of Korea,
Republic of the Philippines, Singapore, Thailand, the United States of America and
Vietnam. Three international organisations are also Working Group members; the
Commonwealth Secretariat, Interpol and the World Customs Organisation.

Australia and Thailand were the founding Co-Chairs of the Working Group.
Since that time Japan has also been a co-chair.. The current co-chairs are from
Hong Kong and Australia.

Previous Initiatives

Through 1999 and 2000, the Working Group focussed on developing law
enforcement’s knowledge and understanding of methods of alternative remittance
and underground banking. This was facilitated via the sharing of case studies
between jurisdictions. In February 2000, the Working Group produced a
collection of 62 case studies from member jurisdictions from which the following
conclusions were drawn:

. A mix of legitimate funds and criminal proceeds were found to be moving via
alternative remittance systems.

. In cases involving the remittance of criminal proceeds, the majority of funds
were suspected to derive from narcotic offences. Other suspected predicate
offences included people smuggling and revenue evasion.

. Most alternative remittance systems detected operated within the Asia/Pacific
region, i.e. funds were remitted within the region.

. The majority of alternative remittance systems detected involved the use of
the regulated financial sector as well as other methods?.

Building on the typologies work and other initiatives, in October 2001 the Working
Group provided a report to the 4™ APG Money Laundering Methods and
Typologies Workshop. This report consolidated the available information and
made twelve recommendations to the APG focusing on the implementation of
regulatory and enforcement strategies relating to alternative remittance and
underground banking. The recommendations from that report are at Annexure 1.

2 This probably reflects the enhanced ability of law enforcement to detect money laundering occurring in the

regulated financial sector (due to the existence of money laundering control mechanisms) vis-a-vis purely
unregulated financial channels.
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Also at the 2001 APG Typologies Workshop the APG provided a mandate to the
Working Group to continue its work. The Head of the APG Secretariat
summarised the discussion and views of the APG members as follows:

. The Report had been well received by members and was endorsed.

. The Report and any further recommendations/work should be provided to
other appropriate bodies, including the FATF in its review of the 40
Recommendations.

. Work should continue for another 12 months, but success would depend on
the commitment of Working Group members.

. It was very important that further work be done to formulate a list of detailed
strategies to implement each Recommendation.

During 2002 and 2003, efforts by the Working Group culminated in the production
of the APG Alternative Remittance Regulation Implementation Package.

THE FINANCIAL ACTION TASK FORCE (FATF) AND ALTERNATIVE
REMITTANCE SYSTEMS

The Financial Action Task Force on Money Laundering (FATF) has responsibility
for examining money laundering techniques and trends, reviewing action taken at
a national or international level, and setting out the measures that need to be
taken to combat money laundering. In April 1990, the FATF issued a set of Forty
Recommendations, which provide a comprehensive blueprint of the steps to be
taken to combat money laundering. These recommendations have since been
reviewed, with the most recent iteration released on 20 June 20032,

The FATF monitors members' progress in implementing anti-money laundering
measures, reviews money laundering techniques and counter-measures, and
promotes the adoption and implementation of anti-money laundering measures
globally. In performing these activities, the FATF collaborates with other
international bodies involved in combating money laundering. The FATF has
conducted a number of typologies exercises which have recognised the use of
alternative remittance systems to launder criminal proceeds. Every FATF
typologies report since 1996 has noted the use of alternative remittance systems
by criminal groups to launder money. Alternative remittance systems were a
particular focus of the FATF annual meeting on money laundering methods and
trends held in November 1999 and are therefore addressed in some detail in the
2000 FATF Report on Money Laundering Typologies.

After the events of 11 September 2001, a number of governments called for a
rapid and co-ordinated effort to detect and prevent the misuse of the world
financial system by terrorists. At an extraordinary plenary meeting on the
financing of terrorism held in Washington, DC, on 29 and 30 October 2001, the
FATF expanded its mission to include terrorist financing as well as money
laundering. During that meetings, the recommendations of the October 2001
report of the APG Working Group were considered.

3 www.fatf-gafi.org/pdf/40Recs-2003 en.pdf
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On 31 October 2001 the Financial Action Task Force (FATF) released the Special
Recommendations on Terrorist Financing which, when combined with The Forty
Recommendations on money laundering, set out the basic framework to detect,
prevent and suppress the financing of terrorism and terrorist acts. Special
Recommendation 6 deals with alternative remittance and states:

Each country should take measures to ensure that persons or
legal entities, including agents, that provide a service for the
transmission of money or value, including transmission through
an informal money or value transfer system or network, should be
licensed or registered and subject to all the FATF
Recommendations that apply to banks and non-bank financial
institutions. Each country should ensure that persons or legal
entities that carry out this service illegally are subject to
administrative, civil or criminal sanctions.

This Recommendation consists of three major elements:

. Jurisdictions should require licensing or registration of persons or legal
entities providing money/value transmission services, including through
informal systems or networks.

. Jurisdictions should ensure that such money/value transmission services are
subject to FATF Recommendations 5-16.

. Jurisdictions should be able to impose sanctions on those money/value
transmission services that fail to obtain a license/register and that fail to
comply with relevant FATF Recommendations.

The FATF has released various interpretative material and guidance relating to
alternative remittance®. In particular, the FATF issued an Interpretative Note for
Special Recommendation 6 in February 2003. This was followed by a Best
Practices Paper, clearly drawing from the experience of the APG Working Group
as well as others, issued in June 2003. These documents further clarify the need
for all money/value transfer systems to be registered or licensed, along with
having their services subject to the full range of obligations under relevant FATF
Recommendations.

www.fatf-gafi.org/TerFinance en.htm
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OTHER INITIATIVES

In recent years a number of other studies have been undertaken in relation to
alternative remittance systems. As of 2002, key studies and statement of
commitment include:

International Conference on Hawala, hosted by the Central Bank of the United
Arab Emirates, May 2002. Delegates to this conference produced the Abu
Dhabi Declaration on Hawala (available via the APG website www.apgml.org).

Joint Ministerial Statement from the 9" APEC Finance Ministers’ Meeting,
September 2002. The APEC Action Plan on Combating the Financing of
Terrorism attached to that statement includes :

i) A call on officials to explore the factors in the formal financial sector
which encourage the use of alternative remittance systems.

i)  Support for the recommendations made by the APG Working Group in
its 2001 report.

iii)  Support the Abu Dhabi Declaration on Hawala.

IMF paper Informal Fuinds Transfer Systems: An Analysis of the Hawala
System, forthcoming 2003°.

World Bank Working Paper, The Money Exchange Dealers of Kabul: An
Analysis of the Hawala System in Afghanistan, forthcoming 2003°.

U.S. Treasury (FinCen) report to Congress on Informal Value Transfer
Systems, November 2002’

It is intended that the current work of the APG Working Group will complement
these initiatives and the ongoing work of the Financial Action Task Force.
Together these groups can raise the level of understanding of alternative
remittance systems and aid in counteracting serious criminal activity and terrorism.

5

El Qorchi, M., Maimbo, S. and Wilson, J. (2003) Informal Fuinds Transfer Systems: An Analysis of the

Hawala System, IMF Occasional Paper, forthcoming August 2003.

Maimbo, S. (2003) The Money Exchange Dealers of Kabul: An Analysis of the Hawala System

in Afghanistan, World Bank Working Paper series, forthcoming 2003

A Report to the Congress in Accordance with Section 359 of the Uniting and Strengthening America by

Providing Appropriate Tools Required to Intercept and Obstruct Terrorism Act of 2001 (USA PATRIOT ACT),
November 2002.
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PART 2: ALTERNATIVE REMITTANCE SYSTEMS

Alternative Remittance Systems are operated by entities (‘alternative remittance
operators’) for moving money or other forms of stored value between countries on
behalf of customers who do not wish to directly use the ‘formal’ banking system.
Alternative remittance systems can also be called Informal Value Transfer
Systems. There are two general types of Alternative Remittance Systems -
Underground Banking and Alternative Remittance:

>

Underground Banking involves use of a variety of methods through which
funds (or value) are made available at a partner service in the recipient
country as a result of an advice sent between the alternative remittance
operators®. No remittance of money through the regulated financial sector is
involved, rather the operators providing this service run ledgers which may at
some stage be reconciled through movement of value between countries
through a remittance, physical cash carrying, trade (including through invoice
manipulation) or via commodities other than cash (eg. gold smuggling). The
nature of these systems maintains the anonymity of their customers and the
transactions and makes their operations difficult for regulatory authorities to
monitor.

Alternative Remittance is remittance by alternative remittance operators of
funds from clients through the regulated financial sector. These remittances
are coupled with techniques designed to conceal the nature of the
transaction, such as ‘structuring’, the use of false bank accounts and/or
sender details and commingling of licit and illicit funds. Because these
systems use the ‘formal’ banking system in the process of funds transfer,
some of these activities may come to the attention of regulatory authorities.

It is well established that alternative remittance systems are used as a means of
efficiently transmitting funds to another jurisdiction, primarily for one or more of the
following reasons:

The alternative system can be cheaper, faster and more efficient than official
channels.

Alternative remittance providers are often available outside the normal
banking business hours.

Long established cultural practice.

The identity of those moving money through these systems is hidden from
governmental authorities.

Little, if any, identification or completion of paperwork is required. Bank
accounts do not need to be opened.

Assets are protected against seizure by government.
Foreign currency exchange restrictions are avoided.

eg via telephone call, telex, fax or Internet.

10
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. Money can be sent to / from locations where the formal banking system does
not operate.

Alternative remittance systems are more entrenched in some regions than others
for cultural and other reasons. Underground banking is a long-standing tradition in
many countries in Asia and the Arabian Gulf, pre-dating the spread of Western
banking systems in the 19" and 20™ centuries. These services operate primarily
to provide transfer facilities to neighbouring jurisdictions for expatriate workers
repatriating funds.

It is acknowledged that the majority of the funds which are transmitted through
alternative remittance systems are from legitimate sources. Alternative remittance
services provide a legitimate and efficient financial service in many jurisdictions.
The principal threat posed by the existence of these services is the opportunity
they present to unscrupulous individuals to transfer the proceeds of criminal
activities.

Notwithstanding the legitimacy of many AR & UBS transactions, the principal
concern is its vulnerability to misuse by individuals and groups seeking to launder
the proceeds of criminal activity. Not only do unregulated alternative remittance
systems permit funds to be sent anonymously but few, if any, records are kept and
the remittances are principally conducted outside of the regulated formal banking
system. This facilitates the money launderer to be able to freely send funds
without needing to identify himself and in @ manner which means it is extremely
difficult, if not impossible, to trace after the transaction has been completed.

Although a large number of case studies and anecdotal information has been
considered by the Working Group since its inception, it is still not possible to draw
firm conclusions on the extent to which alternative remittance services are used to
facilitate the laundering of criminal proceeds of organised criminal activity.

11
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PART 3: IDENTIFICATION OF ALTERNATIVE REMITTANCE
OPERATORS

WHY IS IDENTIFICATION OF ALTERNATIVE REMITTANCE OPERATORS
IMPORTANT?

While there are a multitude of criminal and terrorist groups involved in various
activities in a range of locations, strategies designed to make our international
environment more hostile to their activities must focus on the facilities these
groups use and abuse to support their criminal and terrorist acts. Alternative
remittance operators, like financial institutions, provide services that can be
abused by these groups.

The fact that alternative remittance operators are often not known to regulatory
and enforcement agencies, is a characteristic which makes them attractive to
money launderers and the financers of terrorism. Identification of alternative
remittance operators will make it more difficult for criminal and terrorist groups to
successfully use alternative remittance systems to facilitate and hide the financing
of their activities. Consequently, as the alternative remittance operators are
known to regulators, they become a less attractive option for criminal and terrorist
groups.

The lack of a paper trail is but one of several difficulties experienced in
investigations of the criminal use of alternative remittance services. This absence
of records makes identification of the alternative remittance operators themselves
important if investigations of criminal and terrorist activities are to succeed.

IN WHICH JURISDICTIONS IS IT IMPORTANT?

It is acknowledged that identification of alternative remittance operators is likely to
be less of an issue in the small number of jurisdictions where alternative
remittance in fact represents the only viable financial system. In such jurisdictions,
alternative remittance operators are more likely to operate openly and to be known
to local businesses, regulatory and enforcement officials, and international aid
organisations.

For the majority of jurisdictions however, proactive identification of alternative
remittance operators is an integral element of establishing and maintaining an
effective registration / licensing regime. Once alternative remittance operators
have been identified , compliance programs can be conducted in which the
agents are approached, their details are recorded and they are provided
information as to their obligations. Once regulatory regimes are in place, ongoing
compliance work will include strategies to identify unlicensed / unregistered
operators and to ensure all record keeping and reporting obligations are being
met.

12
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Formalised strategies and ongoing processes for identification of alternative
remittance operators are particularly important for a successful registration /
licensing regime in those countries where alternative remittance and underground
banking practices are conducted primarily by minority ethnic communities and are
thus outside the experience of the majority of regulators and investigators.

Proactive identification of alternative remittance operators is also important for law
enforcement efforts in those jurisdictions where alternative remittance and
underground banking systems are banned. In India for example, where
underground banking is prohibited by law, estimates were made in 2000 that up to
50% of the economy uses the hawala system for moving funds.

WHY IDENTIFICATION OF ALTERNATIVE REMITTANCE OPERATORS CAN
BE DIFFICULT

The FATF typologies exercise in 1997 recognised that it is difficult to even identify
the businesses which offer alternative remittance services. Numerous
characteristics of alternative remittance and various methodologies they employ
shield them from regulatory and law enforcement detection.

Alternative remittance operators are difficult to trace from financial intelligence due
to the limited recordkeeping and limited involvement of the regulated financial
sector.

Alternative remittance transactions commonly take place in the context of loose
affiliations or networks, not corporate structures. Often alternative remittance
networks operate within a single ethnic community where family and other links
provide the trust that is the basis for the relationship. Conducted informally, with
little in the way of overheads or regulatory infrastructure, they can be well
insulated from detection by persons from outside that community.

The involvement of a business with an alternative remittance operator is not
always apparent. Often an alternative remittance service is operated through, or
in combination with, other businesses, including:

. Gold / jewellery shops.

« Money changers.

« Unregulated financial houses.

. Foreign exchange and international fax facilities.

. Other small businesses such as clothing retail, travel agencies and guest
houses.

. Trading companies.
Some are conducted from private residences.
Some operate with a presence at markets.

A very small proportion of larger, more sophisticated alternative remittance
enterprises have established websites. Some solicit business through open

13
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advertisements in telephone directories, local community press and radio.
Generally however, alternative remittance operators advertise by word of mouth or
use relatively inexpensive forms of advertising such as distribution of
flyers/brochures or placing signs in shop windows.

Due to the varied size, location and nature of the alternative remittance operators
and the various methodologies they employ, regulatory and enforcement agencies
need to apply a range of strategies to identify alternative remittance operators,
using a number of approaches concurrently.

STRATEGIES TO IDENTIFY ALTERNATIVE REMITTANCE OPERATORS

A range of strategies for identifying alternative remittance operators have been
distilled from the experience of APG member jurisdictions.

Strategies Targeted at the Alternative Remittance Operators

Detection of Advertising by Alternative Remittance Operators:

Perusal of the full range of media to detect advertising conducted by alternative
remittance operators. This includes national, local and community newspapers
and radio and also the internet. In jurisdictions where it is possible to identify
ethnic communities which utilise alternative remittance systems, advertising
through the ethnic press is a common means of communicating services offered.
Accordingly, finding such advertisements is a simple and effective method of
identifying alternative remittance providers.

Awareness Campaigns:

Education and compliance programs are essential. These may include issuing of
circulars or advice by Financial Intelligence Units (FIUs) or others, information on
websites, advertising in the press, press releases, media interviews. These
awareness programs may additionally include visits to businesses which may be
alternative remittance operators to advise them of registration and/or reporting
obligations can also be used as opportunities to seek information about others in
their industry.

Example - Australia

AUSTRAC has conducted a number of compliance programs, educating alternative
remittance operators on a community-by-community basis. To this end, AUSTRAC advertises in
the ethnic press.

AUSTRAC believes the awareness campaign is having a positive effect. For example,
reports of international funds transfers by alternative remittance operators increased threefold in
the twelve months following commencement of the awareness campaign. Further, several money
remitters have ceased operating. Although it is possible that this has been caused by the
administrative costs of reporting transactions to AUSTRAC, it is suspected that at least some of
these businesses which ceased operation were involved in illicit activities.

14
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Strategies Targeted at the Broader Public

Requests for Alternative Remittance Operators to Identify Themselves:
Use of the full range of media to inform alternative remittance operators of their
obligations to register and/or report transactions.

Awareness Campaigns — Alternative Remittance Operators:

Provision of information about alternative remittance systems and about the
regulatory obligations of alternative remittance operators to businesses which may
deal with alternative remittance operators. Through providing this information to
businesses, they may be better able to identify and provide information to
authorities about those they know who may alternative remittance operators.

Strategies Targeted at Investigative Agencies

During investigations, information about alternative remittance operators may be
uncovered which should be passed on to FIUs and others. Investigators need to
know therefore what it is they have uncovered when they come across alternative
remittance activities.

Awareness Campaigns:

FIUs and bodies involved in investigating money laundering should ensure that the
full range of training and awareness opportunities are seized. These should be
used to provide investigators with information about alternative remittance
services, recordkeeping and reporting obligations o falternative remittance
operators and ways in which their services can be used by criminals and terrorists.
This information can be provided through training courses, presentations at
seminars and conferences, articles in policing journals and other publications.

Covert Investigative Strategies:

Various enforcement agencies have had considerable success with proactive
covert strategies, involving the use of confidential informants, undercover agents
and special investigative techniques which have uncovered information as to who
alternative remittance operators are and also information as to the criminal and
terrorist groups exploiting these services.

Strategies Targeted at the Financial Sector

Many alternative remittance operators maintain bank accounts and conduct
transactions in the formal financial sector as part of other business operations.
When analysed, these accounts and transactions involving these accounts, may
indicate alternative remittance activities, allowing for the identification of the
operators.

Banks and other financial institutions should therefore be assisted in developing
an understanding of what activities/indicators are suggestive of alternative
remittance operations and use this to identify possible operators. The banks may
then cross-check against the register of known alternative remittance operators or
may notify the relevant authority either via a suspect transaction report or via other
means.

15
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Awareness Campaigns:

Publication in various financial sector publications of guidelines to encourage
registration and/or reporting and also general material to ensure financial
institutions currently subject to suspect transaction reporting requirements develop
an understanding of alternative remittance systems.

Example — Hong Kong

Following the introduction of legislation in June 2000 requiring remittance operators agents
to register with the Commissioner of Police, an extensive awareness campaign was conducted
targeting the following sectors :

General Public: Advertisements using television, radio, billboards and newspapers. A
website was set up www.jfiu.gov.hk which set in detail the legislation and its effect.

Financial Sector: The subject of remittance operators was covered in anti-money
laundering training seminars provided by both the FIU and the industries’ regulatory authorities.
Professional bodies were provided with material to circulate to members. The regulatory bodies
provided materials and briefings to the relevant industries.

Law Enforcement Agencies: Articles were circulated using law enforcement’s internal
communication methods such as the police newspaper. The subject was raised in training days to
general units and covered extensively in briefings given to units likely to encounter remittance
operators.

Use of Financial Institutions’ Compliance Systems:

A number of the strategies designed to raise awareness will also better equip
financial institutions to identify new methodologies and indicators of alternative
remittance activities. Many financial institutions have computer systems to
automate their compliance activities and inform them of suspicious financial
activity. Incorporating details of patterns of transactions which might indicate
alternative remittance into these systems may serve to identify alternative
remittance activities and the operators.

Exploitation of Financial Intelligence

While noting there are many variations of the methodologies employed by
alternative remittance operators, alternative remittance systems using the
regulated financial sector can involve attempts to conceal the nature of the
transactions by methods such as structuring, use of bank accounts in false names
or borrowed accounts, false sender details or co-mingling of licit and illicit funds.

Profiling Financial Intelligence:

Financial intelligence can be profiled to detect these key methodologies and from
this, the operators involved. FIUs, investigative agencies and financial institutions
should look for particular information or patterns of financial information which
indicate this type of activity and from the activity identify the alternative remittance
operators involved.
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Example - Japan

The Japan Financial Intelligence Office (JAFIO) issued a guideline to financial institutions
requiring that certain transactions — such as a large amount of overseas remittances sent
frequently within a short period of time, and frequent overseas remittances to the same person — be
considered suspicious and therefore reported to JAFIO. As a result of this guideline, JAFIO
received more than 1,500 suspicious transaction reports during 2000. This intelligence was
forwarded to law enforcement agencies, where it was used to uncover unlawful activities. In
conjunction with other sources of intelligence, law enforcement agencies were able to successfully
investigate and prosecute illegal activity involving alternative remittance systems.

Targeting Certain Cash Transactions:

Investigations have confirmed the value of targeting particular cash transactions
and money couriers, of directing awareness activities at travellers who may act as
money couriers and of the analysis of the relationship between couriering of cash
and alternative remittance activities.

Example — United States (case study noted in full in the next chapter)

A New York based task force instigated a Geographic Targeting Order (GTO) requiring
money remittance agents to report to FINCEN details of senders and recipients of all cash
transactions to Colombia of US$750 or more. Following implementation of the GTO, U.S. Customs
seized more than US$50 million cash being physically smuggled emanating from area within which
the GTO was applied — approximately four times the amount seized in previous years.

Indicators of Suspicious Financial Activity:

Some currently used indicators of suspicious financial activity, such as those found
in the FATF’s Guidance for Financial Institutions in Detecting Terrorist Financing,
are likely to be relevant for alternative remittance activity. For example,
transaction activity which in volume or frequency is occurring in amounts greater
than that which ordinarily would be expected given the purported nature of the
account holder’s business may indicate use of accounts to operate an alternative
remittance business. Also, accounts of individuals in more than one country which
have a significant volume of transactions.
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Information Sharing

Effective cooperation and information sharing is necessary to tackle the borderless
nature of alternative remittance activities and its underground nature. This means
close liaison and exchange of intelligence and information in relation to alternative
remittance activities and its operators. It is vital to share and learn from each
other, building on collective resources and experience. Multi-agency initiatives
can be highly effective, with information sharing resulting in various pieces of
information being put together which culminate in the identification of alternative
remittance operators.

Alternative remittance operators often work within loose international networks
therefore international exchange of information about alternative remittance
operators, sharing of registers, can be a highly effective strategy. Local alternative
remittance operators can be identified by working back from information about
international alternative remittance operators and by ascertaining who in the local
jurisdiction has been in contact with the identified international alternative
remittance operators.

CONCLUSION

If alternative remittance operators are known to regulators, they become a less
attractive option for criminal and terrorist groups. Proactive identification of
alternative remittance operators is important for a successful registration /
licensing regime and is also important in those jurisdictions where alternative
remittance activities have been banned.

Some characteristics of alternative remittance and various methodologies they
employ shield them from regulatory and law enforcement detection. Agencies
need therefore to apply range of strategies to uncover alternative remittance
operators, using a number of approaches concurrently.
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PART 4: REGULATION OF ALTERNATIVE REMITTANCE
OPERATORS

CURRENT REGULATION OF ALTERNATIVE REMITTANCE OPERATORS

In the 1980s and 1990s, as governments and policy bodies became more aware
of the problem of money laundering, research was done to identify the methods by
which funds were transmitted between two entities. By the late 1992 it was
realised that alternative remittance systems facilitated fund transfers often outside
of the formal banking sector and the use of these systems by money launderers
and the financiers of terrorism needed to be addressed.

International efforts to control alternative remittance systems have until recently
been haphazard and lacking in commitment. The approaches to dealing with
these systems have differed from jurisdiction to jurisdiction. This can to some
extent be attributed to differences in understanding of the nature alternative
remittance systems and of the use of such remittance systems by criminal and
terrorist groups. It may also be attributed to differences in attitude towards the
legitimacy of alternative remittance systems which operate outside of the formal
financial sector.

The inclusion of Alternative Remittance as Special Recommendation VI in FATF’s
Special Recommendations On Terrorist Financing in October 2001 brought the
regulation of these systems to international attention. As mentioned previously,
the FATF has issued an Interpretative Note and a Best Practices Paper in relation
to Special Recopmmendation 6. This Special Recommendation is now the
subject of self-assessment exercises’ and has been incorporated in mutual
evaluation methodologies.

Some jurisdictions, such as India and Japan, have introduced legislation which
effectively make the use and operation of alternative remittance systems illegal.
In some jurisdictions, there is no government regulation of alternative remittance
providers but some form of self-regulation exists. Based on the information
available, alternative remittance systems are subject to minimal if any
government regulation in the majority of jurisdictions. It is encouraging to note
that several jurisdictions are implementing systems to enable more effective
control of the activities of these services. For instance, Canada, Hong Kong,
Thailand and the U.S. have all introduced some form of regulation aimed at
alternative remittance systems.  Although it is too early to assess the
effectiveness of these provisions, initial feedback indicates that they have allowed
law enforcement to more accurately identify the alternative remittance services
and their activities.

Criminals and terrorists gain from a closed system and if a jurisdiction is
determined to combat money laundering and terrorist financing, the need to
introduce some form of regulation to minimise the opportunity for such systems to

®  www fatf-gafi.org/SAQTF_en.htm
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be misused is clear. The question which then arises is how to effectively regulate
alternative remittance systems.

It is considered that to be effective in addressing the problem of alternative
remittance systems and recognising the legitimate uses of such systems,
regulations should not be overly restrictive. While the various reasons which
make alternative remittance systems attractive — speed of transactions, low cost,
wide availability etc — remain, the demand for alternative remittance services will
continue. Regulation must facilitate those who abuse these systems to be found
and stopped, but it should not be so burdensome that it, in effect, attempts to turn
‘alternative’ remittance businesses into a formal financial sector. At the
International Conference on Hawala held in Abu Dhabi in May 2002, while
endorsing the need for regulation of alternative remittance, it was commented that
over-regulation would cause the systems to go “underground”, making it even
harder to uncover money laundering and terrorist financing being conducting
through these systems .

It is accepted that in introducing regulation of alternative remittance operators,
additional burdens are placed on the governmental authority administering the
scheme. However, maintaining a register of alternative remittance operators is
likely to be a relatively cost effective approach when compared to the significant
resources required by regulatory and enforcement bodies to identify unregulated
operators and investigate use of their services by money launderers and the
financiers of terrorism. Furthermore, if the operators are on record with the
regulatory body, the jurisdiction’s FIU will be able to make a more appropriate
assessment of any reports made to it which involve such operators. This enables
the FIU to be more effective and efficient in its operations whilst enhancing the
monitoring and regulation of alternative remittance systems.

In devising the following elements of a regulatory system to be applied to
alternative remittance operators, a number of key principles were applied.

. Provide practical guidance, information and examples for jurisdictions to
draw upon in building a regulatory system for alternative remittance systems.
Whilst much has been said in recent years about alternative remittance
systems, little such guidance has been provided.

. The need to have a minimum standard applied by all jurisdictions, making
the systems more resistant to abuse by international money launderers and
financiers of terrorism. Criminal and terrorist organisations take advantage
of any lack of harmonisation among national and international regulatory and
criminal justice systems to hide and effectively launder their funds.

. Provide strategies for effective monitoring and control which will aid money
laundering and terrorist financing investigations.

. Recognise that in most jurisdictions, alternative remittance systems are
legitimate and a large proportion of alternative remittance activity is
legitimate.

. Limit as far as possible the burden placed on alternative remittance
providers and on regulators in introducing and complying with these
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strategies. Regulatory systems should not push the alternative remittance
providers further underground.

These are the key points which need to be considered in devising regulatory
programs for the sector which will balance the needs of the regulator and those of
the operators.

LICENSING OR REGISTRATION?

Licensing and registration are two variations on the same theme and as such, the
difference between the two may seem slight. The FATF defines licensing and
registration in its Guidance Notes for the Special Recommendations on Terrorist
Financing as:

Licensing — a requirement to obtain permission from a designated
government authority in order to operate a money/value
transmission service

Registration — a requirement to register or declare to a designated
government authority the existence of a money/value
transmission service in order for the business to operate
legitimately

From these definitions, it can be seen that a key element of both registration and
licensing is the requirement that the relevant regulatory body is aware of the
existence of the business. The difference between the two is that licensing
implies that the regulatory body has sanctioned the particular operation before it
commences business, whereas registration implies that the operator has informed
the regulatory body of its existence.

At its simplest, registration would give rise to a list of the alternative remittance
operators, but without the suitability of those operators to conduct alternative
remittance services having been assessed.

Other matters to be taken into consideration in constructing a regulatory system
include whether the registration / license will be valid for a set period of time,
whether a fee will be payable when registering and whether the register will be
open to the public to inspect.

Some ares within one jurisdiction have introduced a licensing system in which
alternative remittance operators must post a sizeable bond with the government
before being licensed. As many alternative remittance operators run other
businesses and the remittance aspect is an adjunct, then to be required to post a
bond is likely to cause the operator, who may be unable to conduct sufficient
business to afford to post the bond, not to register with the regulatory body and
instead to operate in a less open fashion.

Another jurisdiction has introduced a system of registration in which the operator
needs only to report the commencement of business as a remittance operator.
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This is done at no cost to the operator other than the time to complete the form
and submit to the regulatory body.

It is expected that the proportion of operators complying with the regulatory
system will be higher where the regulatory requirements impose a lesser
administrative, financial and/or other burden on them. It should be noted however
that this conclusion is drawn on the basis of limited comparisons in light of the
relatively small number of jurisdictions in which such legislation has currently been
implemented.

CRITERIA FOR REGISTRATION / LICENSING

In determining whether an application for registration or licensing can be accepted
by the regulatory authority, it is clear that some form of scrutiny of the application
and the operator needs to be conducted. This is in line with FATF
Recommendation 29 which states that regulators should introduce ‘the necessary
legal or regulatory measures to guard against control or acquisition of a significant
participation in financial institutions by criminals or their confederates.”

In introducing the scrutiny of an application and the operator, regulatory
authorities will need to consider whether the applicant is suitable to operate an
alternative remittance service.

From discussions, two principle areas have been identified which affect the
suitability of a person to operate or continue to operate an alternative remittance
service. These are:
i)  the background of the operator, or in the case of corporate entities, the
background of the shareholders and directors; and
ii)  compliance with anti-money laundering principles.

Firstly, addressing the subject of the background of the operator. When
considering the suitability of a potential operator, the authorities will have access
to a variety of data, the most relevant of which would be the criminal record of the
operator. Obviously, a convicted money launderer is not the type of person which
authorities would consider appropriate to operate an alternative remittance
service. If it is accepted that a criminal record is an appropriate factor for
determining one’s suitability to be registered or licensed, consideration should be
given to defining the type of criminal record which would make the applicant
ineligible to be a registered or licensed remittance provider.

In considering what types of offences may bar a person from being registered or
licensed, jurisdictions may consider applying existing classifications of ‘serious
offences’ or ‘indictable offences’, including offences such as drug trafficking, fraud
and money laundering. Other offences which are specifically relevant to operating
a business or financial service which may not normally be considered ‘serious
offences’ or ‘indictable offences’, such as ‘Failing to Keep a Proper Record’ would
also need to be included in the category of criminal convictions which would result
in an applicant being considered not suitable to carry on an alternative remittance
business.

22



APG Alternative Remittance Reqgulation Implementation Package

In some regulatory systems, authorities may examine the associates and families
of an operator and all of the organisation’s employees. However, in the interests
of avoiding creating an over-burdensome regime, it is considered that only the
principal persons having control over the operations of the remittance service
such as the person-in-charge, if a sole proprietorship or partnership, or the
shareholders and directors for corporate entities, are sufficient. It is suggested
that should authorities become aware that a close associate or family member of
an operator or an employee of the organisation is closely involved with criminal
activities, inspections and enforcement of the service should be stepped up in
accordance with the risk to closely monitor the situation.

Who Must Register

It is not uncommon for alternative remittance service operators to have several
operators working for them in different locations with all the transactions being
conducted through the principal alternative remittance operator. When the USA
introduced its legislation concerning ‘Money Service Businesses’, which includes
alternative remittance service operators, a decision was made not to require
agents to register with the regulatory authority but a list of the agents is required to
be kept available by the principal money service business for inspection.
However, this may cause some difficulty for the regulatory or enforcement
authorities in identifying registered / licensed operators. It also makes it harder for
the financial institutions in determining whether to make a STR. Therefore it is
considered to ensure consistent application of the regulations to all operators of
alternative remittance services and to facilitate the most effective monitoring
possible, it is advantageous to require all persons / corporate entities operating
alternative remittance services to be registered with or licensed by the regulatory
authority.

Display of Registration Certificate / Licence

Once an entity is registered / licensed, it is recommended that they be required to
display their license/registration to customers. This requirement is intended to
enable clients to identify registered / licensed operators which in turn will
encourage legitimate operators to be registered or licensed as they will attract
legitimate clients. It has also been commented that the absence of a registration
certificate or licence could be used to demonstrate a client’s state of mind in
choosing such an operator which could assist in proving some elements in a
money laundering prosecution.

When considering creating a licensing or registration requirement, some
jurisdictions have raised the concern that the public will believe the regulatory
authority will have examined the creditworthiness of the operator and thus may be
blamed by the public if problems occur. In an attempt to minimise this risk, it is
possible for the registration/license document displayed by the operator to include
an indication that the regulatory authority assumes no responsibility for the
creditworthiness of the operator.
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Information could also be made available to customers about the regulatory
authority which they can contact to report any suspicious activity by alternative
remittance operators.

PRINCIPLE REQUIREMENTS FOR EFFECTIVE REGULATION

There is key information which regulatory and enforcement bodies need to access
to facilitate effective investigations of money laundering and terrorist financing
involving alternative remittance services. Essentially, agencies need information
about the customers, the transactions themselves, any suspicious behaviour, the
alternative remittance pr